SCIENCES AND CONSULTING
JOHN WARD CYBERSECURITY BLOGS

YOUR ONLINE RESOURCE FOR TIMELY ANALYSIS, COMMENTARY AND
RESOURCES TO KEEP YOU INFORMED ON THE RAPIDLY EVOLVING AND
CRITICAL FIELD OF CYBERSECURITY

John Ward - Cyberblog Index

John has been involved in the field of cybersecurity for many years and currently
provides consulting services for WARD SCIENCES AND CONSULTING and for our

clients in need of this valuable service. John is an active researcher and writes
blogs on current cybersecurity topics which many of our clients may find useful.
We have made these cybersecurity blogs available to the general public.

John’s Cyber Blogs Topics Discussed

John Ward Cyberblog — April 2024 ® The Change Healthcare Ransomware Attack

John Ward Cyberblog — March 2024 e Key Takeaways on New FDA Draft Cyber Guidance

John Ward Cyberblog — February 2024 | e State of Ransomware Threat to Healthcare

John Ward Cyberblog — January 2024 ® GAO Report Highlights Challenges and Progress

Recent Federal Cybersecurity Initiatives

John Ward Cyberblog — July 2023 What to expect with your next FDA SW Submission

® Latest Update on FDA Final Guidance for

John Ward Cyberblog — April 2023 Cybersecurity Requirements for Software

John Ward Cyberblog - October 2022 ® Ransomware Attack Strikes Second-Largest Nonprofit
U.S. Hospital Chain
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https://wardsciencesandconsulting.com/
https://wardsciencesandconsulting.com/Blogs/WardSciences_JohnWard_Cyberblogs_April_2024.pdf
https://wardsciencesandconsulting.com/Blogs/WardSciences_JohnWard_Cyberblogs_March_2024.pdf
https://wardsciencesandconsulting.com/Blogs/WardSciences_JohnWard_Cyberblogs_February_2024.pdf
https://wardsciencesandconsulting.com/Blogs/WardSciences_JohnWard_Cyberblogs_January_2024.pdf
https://wardsciencesandconsulting.com/Blogs/WardSciences_JohnWard_Cyberblogs_July_2023.pdf
https://wardsciencesandconsulting.com/Blogs/WardSciences_JohnWard_Cyberblogs_April_2023.pdf
https://wardsciencesandconsulting.com/Blogs/WardSciences_JohnWard_Cyberblogs_October_2022.pdf
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JOHN WARD CYBERSECURITY BLOG INDEX

John’s Cyber Blogs Topics Discussed
e Significant Medical Device Legislation Introduced to
John Ward Cyberblog - September 2022 Congress (Executive Order 14028, PATCH Act and
CIRCIA).
John Ward Cyberblog - July 2022 ® ACCESS 7 Cybersecurity Vulnerability
John Ward Cyberblog - June 2022 e SBOM Resource List
John Ward Cyberblog - May 2022 e Stalkerware: An Acute and Pervasive Menace

® Current master list of FDA cyber-software related
John Ward Cyberblog - July 2021 guidance documents and related links
® Discussing the SBOM - Software Bill of Material

® Dr. Kevin Fu appointed as acting director of

John Ward Cyberblog - February 2021 cybersecurity at FDA CDRH
® Cloudstrike publishes 2021 global threat report

® Privacy concerns of Covid vaccination patient data
John Ward Cyberblog - January 2021 e Employee cyber breach of home security systems

® Professionalization of ransomware
® SolarWinds Hack
® Privacy concerns of Covid vaccination patient data

John Ward Cyberblog - December 2020

e Animplantable defibrillator patient describes his
Cybersecurity concerns
John Ward Cyberblog - November 2020 | o malicious actors attack the Covid-19 vaccine supply

chain

John Ward Cyberblog - October 2020 |e Ransomware and malware attacks on hospitals
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https://wardsciencesandconsulting.com/
https://wardsciencesandconsulting.com/Blogs/WardSciences_JohnWard_Cyberblogs_September_2022.pdf
https://wardsciencesandconsulting.com/Blogs/WardSciences_JohnWard_Cyberblogs_July_2022.pdf
https://wardsciencesandconsulting.com/Blogs/WardSciences_JohnWard_Cyberblogs_June_2022.pdf
https://wardsciencesandconsulting.com/Blogs/WardSciences_JohnWard_Cyberblogs_May_2022.pdf
https://wardsciencesandconsulting.com/Blogs/WardSciences_JohnWard_Cyberblogs_July_2021.pdf
https://wardsciencesandconsulting.com/Blogs/WardSciences_JohnWard_Cyberblogs_July_2021.pdf
https://wardsciencesandconsulting.com/Blogs/WardSciences_JohnWard_Cyberblogs_Feb2021.pdf
https://wardsciencesandconsulting.com/Blogs/WardSciences_JohnWard_Cyberblogs_Jan_2021.pdf
https://wardsciencesandconsulting.com/Blogs/WardSciences_JohnWard_Cyberblogs_Jan_2021.pdf
https://wardsciencesandconsulting.com/Blogs/WardSciences_JohnWard_Cyberblogs_Dec_2020.pdf
https://wardsciencesandconsulting.com/Blogs/WardSciences_JohnWard_Cyberblogs_Nov_2020.pdf
https://wardsciencesandconsulting.com/Blogs/WardSciences_JohnWard_Cyberblogs_Nov_2020.pdf
https://wardsciencesandconsulting.com/Blogs/WardSciences_JohnWard_Cyberblogs_Oct_2020.pdf

